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Manual: Wireless AP Client

Applies to RouterOS: v3, v4
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Summary

Configuration example shows how to establish simple wireless network by using MikroTik RouterOS. MikroTik

RouterOS is fully compliant with IEEE802.11a/b/g/n standards, MikroTik RouterOS device ) can be used as

(2]

wireless access-point and wireless station (other modes *~ are supported too).

Configuration setup

Our basic configuration setup is

. . =
Wireless Access Point

Wireless _Stations—

I

| I
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Access Point Configuration

¢ Connect to the router via Winbox 3]

» Setup Wireless interface, necessary configuration options are mode=ap-bridge band=ap_operated_band
frequency=ap_operated_frequency ssid=network_identification

Interfaces Interface <wlanl > [ ]
General  Wireless |Data Rates Advanced HT  HT MCS | oK |
Bridge
';' obridge [EINN Cancel |
FPP
2GHz-b/gin = Apply |
Mesh
P [ e 5] | Disable |
MikroTik_Wireless -
MPLS = | | Carnrment |
YPLS Radio Mame: |000C4234ED41 |
: Torch |
Raouting I Scan List: | |ﬂ |
F = | Scan. .. |
S Security Profile: ||:|eFauIt " *
Queues | Freq. Usage... |
i F Mode: h I *
Files requency Mode |superc anne || | | Align... |
Lag Caunkry: |latvia *
| " Bl =,
Radius Antenna Gain: |III ||:|Bi | |
Tools r Snooper. ..
. : ¥ ) :
Mew Terminal DFS Mode |nc:ne " | Reset Configuration |
Make Supouk, rif Proprietary Extensions: |pust-2.9.25 " *
— | Simple Mode |
Manual WM Support: ||:|isal:||eu:| "*
E:xik
Default AP Tx Rate: | |ﬂ|:ups

* These settings are enough to establish wireless connection, additionally you need to add IP address for the

wireless interface for IP routing, optionally add security and other settings.
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Station Configuration

* Wireless client configuration example is for MikroTik RouterOS, other vendor OS configuration should be
looked in the appropriate documentation/forum/mailing list etc.
* Connect to the client router via the same way and proceed to the Wireless interface configuration.

* Necessary configuration options are mode=station band=band_ap_operates_on ssid=ap_network_ssid

sz gz
General  ‘Wireless | DataRates  Advanced HT HT MCS | ... | oK |
Brid
et skation " 3| | Cancel |
FRP
2iaHz-blg/n =] | Apply |
Mesh
» s e A R —
MPLS MikraTik_Wireless | - | Comment |
YPLS Radio Mame: |000C4234ED41 |
Routing " Scan List: | hd | Tarch |
Scan,..
LR ‘ Security Profile; |deFauIt " 3| | Gl |
Queues | Freq. Usage... |
Files Frequency Mode: |superchannel " 3| | Alin |
Log Counkry: |Iatvia "$| | =riff |
niff. ..
Radius Antenna Gain: |D ||:|Bi | |
ok N Snooper. ..
Mew Terminal DFS Mode: |nu:une ";| | Feset Configuration |
Make Supaout, HF Proprietary Extensions: |pu:ust-2.9.25 " * | | |
Simple Mode
Manual WM Suppork: |disal:uleu:| " 3|
Exit
Default 4P Tx Rate: | | w |I:||:|s

» These settings are enough to establish wireless connection, additionally you need to set IP address for the wireless

interface to establish IP routing communication with access point, optionally use security and other settings.
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Additional Configuration

IP Configuration

¢ Add IP address to Access Point router, like 192.168.0.1/24

MPLS Accounting
WPLS Addresses
Routing I GHCP Client
System I pHop Relay
Queles DHCP Server
File:s DMS
Log Fireweall
Radius Hokspot
Tools I Ipsec
Mew Terminal MNeighbors
Make Supout, rif Packing
Manual ool
Ezit Routes
SMMP

e Add IP address to Client router, address should be from the same subnet like 192.168.0.2/24

*|=] [vll] ] [v]

[Fina ]

|.'5.|:I|:Iress 4 |Netwu:urk |Bru:uau:|n:ast |Inter|‘ace ||"|
. New Address [ x| o E::;erl
192.166.0.1/24 oK
Mekwork: &7 Cancel
Broadcast: e apply
‘ Interface:!wlanl |?|
|disabled |
2 items

. " aRp
MPLS Accounking
WPLS Addresses
Routing 2 DHCP Client
Swstem " DHCP Relay
CeLes DHCP Server
Files DMS
Log Firewall
Radius Hatspat:
Tools I IPsec
Mew Terminal Meighbors
Make Supout. rif Packing
ranual Pioal
Exit Routes

SMMP

#[[=] [“ll] [l (7]

BTl

192.168.0.2(24

Metwark: -

Cancel

Broadcast: b
wlanl |?|

Apply

Tl el

|.ﬂ.ddress £ |Netwurk |Brnadcast |Interface ||V|
etherd
" New Address = hridgel

@—‘ Disable
Camment
Copy
Remove
|disabled |
2 items

e Check IP communication by ping from station (for example),
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. I* " BTest Server Ping {Running) E
Mews Terminal Eandwidth Test zeneral | Advanced
Make Supoutrif  Email ‘Ping To: |192.165.0, 1) | Stop
rManual Flood Pi —

e rng Inkerface: |an3-' ||i|
Exik Graphi
el L [] ARF Ping
can Packet Count: | |" s ineow
M&C Server
Timeouk: |1IZIIZIIZI |ms
Metwatch
Packet Sriffer # | |Host Time  |Reply Size [TTL [Status |-
Ping 55 192,163.0,1 s 50 &4 -
: 56 192,168.0.1 4ms 50 64
Fing Speed 57 192, 168,01 7ms 50 64
Telnet 58 192,168.0.1 1ms 50 64
59 192,168.0.1 Zms 50 64
Torch &0 192.168.0.1 zms 50 64
Traceroute 6l 192,1658.0,1 2ms S0 &4
. ; 62 192.168.0.1 zms 50 64
VORI Fitanl ey 63 192.168.0.1 14ms S0 4

Additional Access Point Configuration

* All the necessary settings for the simple Access Point are showed here 41,

* Security profiles are used for WPA/WPA2 protection, configuration options are explained here 51, Usually all
wireless clients share the same security configuration as access point.

* mode=ap-bridge allows 2007 clients, max-station-count is used to limit the number of wireless client per Access
Point. Wireless mode=bridge is used for point-to-point wireless links and allows connection for one station only.

* MikroTik RouterOS license level4 is minimum for mode=ap-bridge

* Other wireless settings are (http://wiki.mikrotik.com/wiki/Category:Wireless explained here)

Additional Station Configuration

» Station adapts to wireless access point frequency, despite of the frequency configuration in Wireless menu.
Station uses scan-list to select available Access Point, when superchannel mode is used on wireless Access Point,

set custom Access Point frequency to mode=station scan-list.
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